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The trends of Cloud Computing and telecoms convergence meet in key areas such as 

Software Defined Networking, offering IT organizations the ability to simplify 

management of multiple service providers and utilize new value add services for Unified 

Cloud Communications. 
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Introduction – The Canada Cloud Network 

Canada experiences a dreaded "Innovation Gap", a gap that continues to widen and 

currently shows no signs of turning around. 

Since scoring a D for Innovation, the gap has continued to widen including dropping out of 

the INSEAD Top Ten, and further dropping from 12th to 14th in the World Economic 

Forums Global Competitive Index. 

The Canada Cloud Roadmap 

The role of the Canada Cloud Network is to help 

address this issue through developing a world-class 

industry cluster for Cloud Computing. 

The backbone to the group is development of the 

Canada Cloud Roadmap, a product development 

strategy for building the portfolio of new Cloud products and services that will establish 

Canada as a world leader in the field. 

Based on the 'Technology Roadmapping' best practices recommended by Industry 

Canada, this provides a central product strategy to organize collaborative R&D innovation, 

and provides a central asset that can help accelerate new start-ups. 

Procurement Commercialization 

The Roadmap is developed in response to real-world project requirements, most notably 

procurement RFPs from Government and other major buyers. 

This is a powerful innovation technique invented by the CCN and described as 

‘Procurement Commercialization’, where the requirements stated in these RFPs is used to 

populate product innovation strategies. 

  

http://www.conferenceboard.ca/hcp/details/innovation.aspx
http://www.huffingtonpost.ca/2012/07/03/global-innovation-index-2012-canada_n_1647255.html
http://www.conferenceboard.ca/press/newsrelease/12-09-27/poor_innovation_ranking_dims_the_lights_on_canada_s_competitiveness_and_prosperity.aspx
http://www.conferenceboard.ca/press/newsrelease/12-09-27/poor_innovation_ranking_dims_the_lights_on_canada_s_competitiveness_and_prosperity.aspx
http://canadacloud.files.wordpress.com/2011/10/canada-cloud-roadmap1.pdf
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Unified Cloud Communications 

This paper is based around the MERX RFP OSS_00362819 from the Province of Ontario. 

At a headline level this RFP states requirements for ‘Unified Cloud Communications’, a 

suite of network services and applications that meets the end-to-end communications 

needs of the entire organization: 

   
Core Network  The focus of the RFP is on the extensive network 

operated across Ontario, a meshed MPLS WAN. 
 

Cloud Applications  This new focus on the WAN is in response to the need 
to cater for modernization of traditional telephony to 
VoIP, adoption of new Cloud applications and 
additional value add services such as LAN and web 
filtering. 
 

Procurement and 
Management systems 

 Single contract model and single management system 
for management of multiple networks and application 
suppliers. 
 

Business Transformation  This procurement strategy should help achieve 
economies of scale as outlined in the Drummond 
Report. 

 

Cloud Computing and the Drummond Report 

Overall the program is driven by the ‘Drummond Report’, an analysis of the financial 

situation of Ontario Province by economist Don Drummond. 

The Drummond Report details a number of cost-cutting measures, with the potential 

relationship specifically relevant to Cloud Computing highlighted in the following section:  

“Use Alternative Service Delivery Options for Information and Information 
Technology Functions  
 
While less visible in the public’s eye than service delivery, information and information 
technology (I&IT) functions form the technological backbone of government operations.  
These functions include services such as a help desk, local and wide area network 
management, mainframe operations, web hosting, and the development of 
applications that can advance the government’s business vision and provide flexible 
solutions to IT problems faced by all organizations 

http://www.merx.com/English/SUPPLIER_Menu.asp?WCE=Show&TAB=1&PORTAL=MERX&State=7&id=258830&src=osr&FED_ONLY=0&ACTION=&rowcount=&lastpage=&MoreResults=&PUBSORT=2&CLOSESORT=0&IS_SME=Y&hcode=%2f5PVG46oNQSBPXH0fVQcHA%3d%3d
http://en.wikipedia.org/wiki/Drummond_Report
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Previously, there were separate I&IT infrastructures developed by over 20 ministries. In 
the late 1990s, however, the government combined this hodgepodge of IT solutions into 
eight ministry clusters and one corporate cluster. Further efficiency and better value for 
money can be found by eliminating redundant services and centralizing common 
functions.  
 
Recommendation 16-10: The government should shift its service delivery of information 
and information technology (I&IT) from in-house to external sources, where feasible.  
 
The government’s existing I&IT infrastructure already uses a blended approach of 
service delivery made up of both in-house and external service delivery that includes 
both small and large arrangements with vendors. This blended approach typically 
reflected decisions to keep certain functions in-house, which retains the I&IT expertise 
that comes with being a knowledgeable owner. In a constrained fiscal environment, 
however, outsourced contracts may make the difference between the continuation and 
the end of some services.  
 
Blended approaches to service delivery have been successfully adopted by British 
Columbia, Alberta and Saskatchewan. They have also been used broadly at the national 
level in the United Kingdom. The difference in outsourcing I&IT services is a choice of 
scope. 
 
Most jurisdictions explicitly engineer a solution to remain a knowledgeable owner in 
some areas, so policy, standards development and strategic/operational planning 
normally remain in-house. In the current fiscal environment, the Commission believes 
that government IT service delivery should be driven by considerations of relative value-
for-money and effectiveness calculations.  
 
Simply put, governments cannot afford to remain the only centres of expertise when it 
comes to IT service delivery if more cost-effective options are available.” 

 

Cloudsourcing: Cloud Provider Outsourcing Model 

Vendor Partner Solution Development: ZScaler Cloudsourcing 

The CCN works with existing vendors to define surrounding 

innovation and additional business value. 

This RFI from the province defines a reference scenario where this outsourcing that the 

Drummond Report describes can be achieved. They describe an “evolution to a thin 

integrator model” approach, a simplified management system applied across multiple 

service providers, what we refer to as ‘Cloudsourcing’. 
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One of the CCN Vendor Partners ZScaler provides a demonstration of the effect, and of 

the general trends that are affecting WAN design. 

When it comes to protecting complex environments like those found in the government 

sector, the ability to manage effective, consistent security policies across multiple devices 

has emerged as a key requirement for IT organizations.  Due to strict regulatory 

requirements these organizations cannot afford to allow gaps in their IT security, yet the 

job of securing users in today’s complex business environments is more challenging than 

ever. 

One of the primary reasons for this is the growing number of mobile devices, including 

smartphones and tablets, in addition to laptops and desktops, which are connected to the 

corporate network. In fact, mobile devices now outnumber PCs in the enterprise, and the 

increasing trends toward “bring your own device” (BYOD) and “here’s your own device” 

(HYOD) are transforming the way IT organizations look at security. Because of this shift,  

companies must now ensure users are protected when roaming outside the corporate 

network, remotely accessing corporate applications and data from devices that use 3G 

and 4G traffic.   

Adding to the challenge is the increasing use of enterprise cloud applications, such as 

Salesforce.com and Dropbox, that lie outside the traditional security perimeter.  

To secure these users, IT organizations must proxy traffic back behind corporate firewalls 

to apply security controls, causing unnecessary latency in the user experience and 

degrading network performance. The other option is to deploy security appliances in 

multiple, remote locations, which can quickly drive up hardware and maintenance costs 

far beyond the already onerous IT compliance requirements.  

Even when these measures are taken, IT organizations are finding that their traditional 

security appliances are not designed to address the dynamic nature of today’s advanced 

persistent threats. These appliances simply cannot be updated often enough to stay 

ahead of the thousands of net-new pieces of malware each day – the only option is to 

leverage the real-time protection afforded by a cloud-based solution.  And with SSL traffic 

increasing due to cloud applications, IT organizations are finding that legacy security 

appliances are missing many threats due to their inability to process SSL traffic without a 

significant performance hit. This puts the organizations struggling to comply with 

regulatory demands at risk. As a result, IT organizations are looking for ways to 

consolidate and streamline their security, while taking advantage of new cloud delivery 

models.  
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One of the leading solutions in this space, Zscaler, allows IT security professionals to 

replace a host of end-point security products such as email security, web security, 

firewalls, and data loss protection (DLLP) with a single, cloud-based solution.  

 

This approach replaces the traditional hardware and software model of security 

appliances with a global security cloud, effectively eliminating the need to deploy any 

hardware or software - not even an ‘agent’ software running on the device. Instead, 

security professionals can quickly and easily apply and manage security policies on any 

device in any location from a single, web-based console. Web traffic is simply pointed to 

the cloud, and the cloud acts as a “check post” between the user and the Internet, 

scanning all traffic in real time for threats. The proprietary architecture of the Zscaler 

solution makes it possible to inspect all incoming and outgoing traffic with no perceptible 

latency to the user experience. 

Cloud-delivered security solutions are an effective way for organizations to streamline 

their security infrastructures, reducing CapEx and OpEx costs while providing a simpler, 

faster user experience. IT organizations interested in pursuing a cloud security solution 
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should be sure to do due diligence to ensure they get a true cloud-based solution that can 

meet the unique compliance requirements of the government sector and not a legacy 

appliance solution in the cloud. 

 

ZScaler delivers benefits that Ontario are seeking - On page 14 they describe “The 

provisioning and ownership of the network circuits and services such as, LAN, Web 

Filtering etc., to be left with the service provider(s)”. ZScaler provides this web filtering. 

SDN – Software Defined Networking 

Technology Innovation Category: Software Defined Networking 

A special focus on the new emerging technology model known as 

SDN: Software Defined Networking. 

SDN represents the major impact the Cloud Computing trend will 

have on the network layer of technology. 

The Open Networking Foundation describes SDN as “bringing direct programmability to 

networks”, referring to the key principle of having network-level control functions being 

migrated from network devices up to higher level applications. 

A key benefit Ontario is seeking is a unified environment where a single management 

system can be applied across multiple networks and suppliers, and SDN can be a key 

component to enabling this through consolidating network and application management 

systems. 

https://www.opennetworking.org/


CanadaCloud.net/Roadmap      Unified Cloud Communications 9 
 

SDN will offer network management features to higher level Cloud applications, via use 

cases such as ‘Bandwidth Calendaring’, reservation of network resources, for functions 

like data centre replication, video streaming and cloud services migration. 

In particular it will help address immediate restrictions that virtualization experiences. 

The traditional WAN approach is based on the premise that an app location in a data 

centre is a constant; however in the Cloud era a key benefit will be portability – The 

ability to migrate applications to and from hosting providers to exploit cost and technical 

efficiencies. 

Currently this type of movement of VMs runs into issues associated with network level 

addressing:  VLANS, IP addressing and other network level configurations can become the 

bottleneck that limits this movement. 

In the same way servers and storage have been virtualized so SDN represents the same 

trend for networks. Virtualized networking will create the same logical abstraction from 

the underlying hardware that makes this mobility straight forward. 

Lastly these capabilities will provide the means for service providers to offer compelling 

new products, most notably the ability to ensure SLA performance between the Cloud 

data-centre and the office users.  

This will be especially important to outsourcing real-time applications like Unified Comms 

voice and video. 

SIP Cloud Services 

Cloud Application Portfolio: SIP Cloud Services 

The CCN is defining a catalogue of new Cloud-hosted applications to 

build accelerate start-up sales. 

These UC applications will leverage key open standards like 

‘SIP’ – Session Initiation Protocol. Service providers who 

deploy Cloud technology that runs 'SIP', will be able to offer 

associated hosting options, providing core features such as: 

 Connect apps to VoIP telephony via 'SIP Trunking' 

 Programmable APIs for Presence and Messaging 

 Video conferencing and Telepresence 

http://en.wikipedia.org/wiki/SIP_Trunking
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Making all of these services accessible primarily to an audience of software developers, 

rather than telecomms managers, is the disruptive shift that PaaS (Platform as a Service) 

represents. 

This reflects a maturity in the industry as well as a step up the Cloud standards model. In 

contrast PaaS will be felt most keenly by software programmers, rather than 

infrastructure managers. 

Conclusion – UCC-enabled Business 

Transformation 

To illustrate the point and explain SIP Cloud Services we can look at a special topic from 

the telecomms industry: CEBP standing for Communications Enabled Business Process. 

In short this means using Unified Communications capabilities, like voice communications, 

voicemails, faxing, video conferencing, Presence and Instant Messaging, etc., can be 

accessible to a programmer who then calls upon these services from their business app. 

This means that these technology trends will offer cost reductions through more efficient 

design of WAN services,  AND improvements in business processes that serve citizen 

needs – As described in the RFP this is the ultimate goal for Ontario Province: 

“A UCC environment is the ultimate goal in modernizing enterprise telecommunications 

services as this will allow telecommunications technologies to enhance the 

communications experience and improve business flow.” 

Next steps – The TRANSFORM Roadmap 

To accelerate the adoption of Cloud services and also the success of new Ontario start-

ups, the CCN specializes in the expertise required to achieve this type of business 

transformation through Cloud Computing. 

This can be achieved through the TRANSFORM Roadmap, a blueprint for Cloud migration 

that defines the ROI and TCO benefits, which can be utilized through workshop sessions. 

Contact@cloudbestpractices.org 

http://en.wikipedia.org/wiki/Communication-enabled_business_process
mailto:Contact@cloudbestpractices.org

