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Why Cloud-Delivered Security?   

Overview 
Keeping pace with the cost and complexity of securing today’s 
new strategic technologies is a challenge faced by enterprises 
large and small. With the consumerization of IT, the explosion of 
Web 2.0 and social media applications, the proliferation of data 
and the acceleration of the mobile workplace, these challenges 
only increase. 

At the same time, cloud computing is rapidly transforming the IT 
landscape. Enterprise applications, infrastructure and platforms 
are all migrating into the cloud – and being offered as a service 
by a host of cloud vendors. What’s more, cost-heavy IT capital 
expenditures and system maintenance are giving way to 
services that can be turned on or off, on-demand. The ability for 
these services to scale quickly and elastically to keep up with 
evolving business needs – while offering simple and affordable 
subscription-based pricing – further enhances their appeal. 

Enterprise security, particularly web and email security, is also 
rapidly being adopted as a cloud-based service. This white 
paper describes the top five reasons why cloud security is not 
only more flexible, but actually better at protecting and enabling 

your business. 

These reasons include: 

Comprehensive and proactive protection against advanced 

threats Elastic scalability and near-instant deployment 

The ability to secure all employees, regardless of location or device 
–Gartner 2010 

Zscaler cloud-delivered security solutions offer hope to those 
struggling to get ahead of today’s critical security and business 
challenges. Read on to learn how Zscaler’s powerful suite of cloud 
security solutions form a seamless perimeter around your 
enterprise and users—allowing you to safely harness the power of 
the web. 

–Gartner 2010 

Just the Facts: 

Average number of 
consumer mobile devices 
used for work by 
enterprise employees 

–IDC 2011 

Percentage of web 
applications with no 
vendor-supplied patches 

–Gartner 2010 

Percentage of outbound 
e-mail that contains 
content which poses a 
legal, financial or 
regulatory risk 

–Gartner 2010 

Estimated enterprise data 
growth in the next five 
years 

 
650% 

 

44% 
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74% 

 
 

20% 

 
 

 

Percentage of Businesses 
that will use cloud-based 
services by 2012 
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1 Stay Ahead of Advanced Threats “ 
With the push to enable mobility, social networking, web applications 
and employee flexibility, keeping businesses secure has become more 
complex. The ever-evolving threat landscape continues to drive IT 
security teams to deploy and manage a host of disparate security 
products to mitigate risk and threats. This becomes even more 
challenging with today’s more advanced threats – designed to evade 
traditional countermeasures through a variety of sophisticated attack 
techniques. Staying ahead of advanced threats is best done with a multi-
layered and proactive security solution – all integrated and delivered 
through the cloud. 

Advanced Scanning for Advanced Threats 

With a single enforcement point for all security scanning and policy 
enforcement, traffic can now be secured more quickly and efficiently than 

with traditional security point products. Full bi-directional scanning and 
inspection – across web and email traffic – can scan once while applying 

multiple inspection parameters at the same time. This allows multiple 
security policies to be enforced in real-time, as data traverses the cloud. 

Additionally, performing multiple layers of inspection protects against 
complex and advanced threats by applying more intelligence to traffic 

– as opposed to looking for simple signatures or string matching. By 
inspecting the destination, payload, application and content at once, a 
well-designed cloud solution should provide complete and proactive 
security against: 

Botnets - Outbound traffic patterns and signatures identify direct interactions 
with known C&C servers. Newly deployed botnet C&C servers are continually 
identified and blocked accordingly. 

Malicious Active Content - Sites hosting malicious content are continually 
identified through partner feeds, internal data mining and content-based 
inspection. Known vulnerable ActiveX controls are also blocked when 
identified within response bodies. 

Phishing - Block lists are combined from partner feeds and internal data 
 

 

...A growing number of 
[Cloud Security] 
offerings are delivering 
an improved level of 
security that 
exceeds what most 
organizations can 
achieve with on-
premises software or  
appliances. 

-Gartner, April 2011 
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“ 
mining efforts. These are continually updated to provide effective protection 
against known phishing sites. Heuristic detection methods recognize and 
block new and previously unknown phishing sites in real-time. 

Cross Site Scripting - Zscaler employs two separate approaches to identify 
XSS vulnerabilities. The first monitors requests and identifies the presence of 
active script when such content in not appropriate. The second patent 
pending approach injects a unique Zscaler cookie into communication with 
any domain. When content from the cookie is identified in any subsequent 

request, attempts to steal the cookie’s content—the typical goal of XSS !"#$%"$#&'()*s%$%& 
attacks—can be thwarted. 

Both Web and 
email security are 

greatly enhanced by 

integrating and 

leveraging knowledge 

and threat intelligence 

that’s gained from each 

platform. 

-Gartner, April 2011 
 

Integrated Security is Better Security 

Integrating email and web security with data loss prevention (DLP) can 
ensure that malware and threats never make their way in to your 
corporate network—all while preventing sensitive data from making its 
way out. Integrating security in this way ensures that every byte of 
traffic can be scanned and secured, based on a single policy. 

Figure 1: The benefits of integration 

 

 

Advanced threats require an advanced solution. Cloud security is /00%& 
capable of providing real-time, deep inspection to ensure protection 

3 
against emerging and zero-day threats. 
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It’s easy to see the initial benefit of integrating security across web and email: 

administrators only need to manage a single solution. Beyond this practical benefit, 

however, is the fact that overall security is greatly enhanced by leveraging knowledge 
that’s gained from one platform in the other. 

Benefit: Better Intelligence 

As a benefit, spam detection can be continually enhanced by the intelligence gained from 

monitoring web traffic. As malicious content is found on web pages and domains, this 

information should feed email inspection engines. When messages are identified which are 
designed to use social engineering to lure employees into visiting malicious sites, the 
message can then be blocked before the employee even acts on the option to follow the 
malicious link. 

Benefit: Single Policy 

Another benefit of integrating web and email security is the ability to apply a single policy 

across web and email traffic alike. Now, when a DLP policy is deployed to monitor 
outbound communication for credit card numbers to meet PCI DSS compliance, the 
same policy can apply to web requests and email messages. This ensures ALL 
outbound traffic is inspected for data loss. This same solution can be applied to inbound 

web and email traffic in just the same way – enabling administrators to define policies 

once, and trust they’ll be seamlessly enforced across all threat vectors. 
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The Zscaler security cloud is purpose-built for speed and power, to ensure comprehensive security coverage without 

latency. Single-Scan, Multi-ActionTM (SSMATM) 

Zscaler’s full bi-directional inspection capabilities provide SSMA protection, to deploy protections against a variety of 
threats as traffic passes through the cloud. Thanks to the speed of a single scan, SSMA reduces latency, and provides 
enhanced security. 

Leveraging the power of the global cloud, Zscaler scans every byte of inbound and outbound traffic to secure users, data, web 
applications and email. 

Integrated Security across web, email and DLP 

• Data is scanned and secured via a single, seamless policy 

• Threat intelligence is applied across web and email, for better protection 

• Administrators need only a single security solution for web, email and DLP 

Zscaler Spotlight 
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Get Gap-Free Protection 

Since cloud security scans content offsite, it isn’t limited by your 

offices, data centers or internet egress points. With no hardware 
requirements for forwarding traffic, cloud security can accept traffic from 

anywhere, removing gaps in your security perimeter and scanning across all 

traffic. Likewise, without multiple points to maintain, cloud can remain 
up-to-date – while removing intelligence gaps. 

Eliminate the Gap between Threat Discovery and Threat Protection 

Traditional enterprise security falls into two general categories: agent-
based and network-based security. Agent-based security uses agents 
and software on laptops and desktops as a method of securing users. 
Network-based security relies on backhauling traffic to specific Internet 

gateways to scan and manage traffic. 

While each method aims to solve security issues differently, they suffer 
from a shared problem – they are reactive models that rely on pushing 

updates in the face of new threats. 

Mind the Gap 

Whether a software agent, or a dedicated appliance – on-premise or 
agent-based security is only as good as the last update or patch that 
was pushed. With the constantly evolving nature of today’s advanced 
threats – including readily available zero-day exploit kits – even a short 
gap between patches can mean vulnerabilities and risk. Of course, 
patching endpoints too frequently can be equally bad, with the risk of 
lost productivity and increased helpdesk calls. 

Cloud-based security eliminates the gap between threat discovery 
and threat protection. Unlike a combination of disparate appliance 
and endpoint products, a comprehensive cloud solution provides one 
seamless, comprehensive and integrated security instance. Since the 
cloud sees traffic from a variety of sources, it has real-time, granular 

visibility into new security outbreaks. As new vulnerabilities are 
discovered, a single update to the cloud offers instant protection to all 
users – seamlessly. And, when the cloud uncovers a new threat or 
vulnerability, all users are instantly protected in real-time. 

2  
Gap Free Security: 

• No patch delays 

• No perimeter gaps 

• No backhauling  

 

“Cloud-based 
Providers should have 
better real-time 
telemetry of global 

events and the ability to 

respond to these events 

rapidly by modifying the  

solution. 

-Gartner, April 2011 
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Eliminate the Gaps in your Perimeter 

Enterprises are getting more and more decentralized, with office locations 
across the world and mobile workers becoming the norm. In fact, 
according to Nemertes Research, 91 percent of employees in most 
organizations work outside corporate headquarters. 

The Cost of Backhauling 

As users extend far beyond the corporate perimeter, so too must 
enterprise security solutions. However, trying to scale appliances along 
with user growth is often impossible. To address this, many traditional 
security models employ extensive traffic backhauling and VPNs. Since users 
are all over the globe – yet traditional on-site security infrastructure is only 

installed in a few locations – all traffic has to be brought back to those 
locations to be scanned. This introduces substantial latency, and is costly 
since it requires a lot of expensive bandwidth. 

And, making matters worse, when users opt to skip the VPN and go 

directly to the Internet, they are left exposed and vulnerable. Any 
infection that happens “offline” becomes an IT issue as soon as those 

infected endpoints rejoin the corporate network. 

Bridge the Gaps 

Cloud security—by its very nature—eliminates the gaps in your security 
perimeter. All in and outbound traffic from headquarters, branch offices, 

home offices and roaming users is simply directed to the cloud. Security 
and policy is enforced by local cloud enforcement nodes, avoiding 

expensive traffic backhauling and dramatically reducing latency. 

Administrators simply define policy once, and then enforce that policy 

across the global cloud – regardless of users’ location or access device 
(as illustrated in Figure 2 below). 
 

 

“Cloud security – by its 
very nature – eliminates 
the gaps in your security 
perimeter. All traffic 
from headquarters, 
branch offices, home 
offices and roaming 
users is simply directed 
to the cloud.  
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Traditional Appliances or Software Cloud Security-as-a-Service 
Acquire, deploy, manage boxes Simply re-direct traffic to the Cloud 

Figure 2: Cloud simplifies deployment and protects the distributed enterprise 

Eliminate the Gaps in Your Scanning 

Just as cloud computing leverages the power of multiple machines, 
cloud security can leverage the power of multiple nodes. These nodes 
apply their power to scan every byte of traffic – both in and outbound – 

whether transmitted in the clear or encrypted with SSL. 

SSL Inspection 

While SSL inspection is critical for any security solution, enterprises 
must weigh the benefits of inspecting all traffic against the liability of 

looking into user data. A well-designed cloud security solution must 
allow administrators to choose when to apply SSL inspection, and when 
to make simpler decisions. Regardless of corporate privacy policy – or 
the use of SSL inspection – no customer data should ever be stored in 
the cloud. This is imperative to not only ensure privacy, but to adhere to 
security best practices as well. 
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Eliminate Gaps in Control 

By moving the points of control into the cloud, administrators can bolster 
their security and policy decisions with application control and bandwidth 
management. 

Web 2.0 

Web 2.0 applications and social media continue to push their way into 
the enterprise, and simple ‘block and allow’ policies are inflexible and 

ineffective. Any effective security suite must provide advanced threat 
protection to ensure that no malware or threats embedded in web 
applications make their way on to your network. At the same time, 
businesses must also have granular control over web applications to 
enforce security policy while increasing productivity. Granular time and 
bandwidth policy for social media helps limit productivity loss, while DLP 
policy helps ensure that corporate data doesn’t find its way to blogs, 

social media sites and webmail. 

Bandwidth Control 

Bandwidth policy across applications and locations should be simple to 
build and easy to implement, regardless of whether it’s helping bolster 
productivity or contain costs. And, by leveraging the ubiquitous nature 
of the cloud, enterprises should be able to manage per-application 
bandwidth for all locations. 
 

 

“Effective security must 
provide advanced threat 
protection to secure 
web applications, and 
provide granular 
application control to 
increase productivity.  

The Zscaler Security Cloud eliminates all the gaps of traditional security models: 

• Real-time updates to new and zero-day threats, without patches or updates 

• Seamless protection across locations and for roaming users 

• Power to scan inside of SSL traffic, for both web and email 

• Granular policy, security and bandwidth control over Web 2.0 applications 

Zscaler Spotlight 
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3 “ Web gateway SaaS 

IT administrators can no longer ignore smartphones and tablets. In the 

fourth quarter of 2010, smartphones out-shipped PCs for the first time. 

Analyst firm Gartner estimates that by 2013, mobile phones will overtake 
PCs as the most common web access device worldwide. With the 
proliferation of mobile devices like iPads and iPhones within the 
enterprise, it falls to IT, whether they own the devices or not, to secure 
these devices. 

Just like corporate laptops, these devices run the gamut of applications, 
from Facebook, YouTube and Pandora, to enterprise applications like 
email and CRM. Since the enterprise typically does not own the device, 
enforcing policies for acceptable use becomes tricky – while installing 
application controls is not viable. Corporate data loss via mobile devices 
is also a serious risk, since they roam and connect to multiple Wi-Fi and 
cellular 3G/4G networks. 

Simple and Flexible Policy 

Cloud security solutions should allow IT administrators to define a single 

policy for any user and enforce that policy seamlessly across devices 
and locations. Administrators no longer have to deal with multiple point 
products to secure PCs, smartphones and tablets. 

Enable Your Business – Anywhere and on Any Device 

 

provides opportunities to 
protect roaming devices ... 
that typically are not 
protected by on-premises  
gateways... 

-Gartner, April 2011 

 

Zscaler Spotlight 

Unlike ____________ traditional mobile security solutions that require platform specific apps to be installed on every device, Zscaler 
works seamlessly across a variety of mobile platforms, including iPhones, iPads and Android devices. 
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Save Costs and Reduce Complexity 

Managing security appliances and keeping security software up-
to-date to mitigate threats and risks – while meeting corporate and 
regulatory compliance – is an arduous task for today’s enterprise. 
According to a 2010 InformationWeek survey of security decision 
makers, managing the complexity of security represented the biggest IT 
security challenge facing their companies. Complexity grows steadily 
each year as IT teams struggle to manage more and more disparate 
point products. On the network alone, these can include firewalls, IPS 

appliances, secure web gateways, email/anti-spam security, DLP appliances 

and VPNs. Adding endpoint security nearly doubles the number of point 
products. 

Do More with Less 

IT security budgets are only decreasing – as enterprises focus on driving 
efficiencies, cost-reduction and revenue in today’s challenging business 

environment. According to Gartner, CIOs expect dramatic >30% cuts in 

infrastructure and operations in 2011 and beyond. As a result, reducing 
capital expenditures and costs, while decreasing complexity, are more 
important than ever. 

Up and Running in Minutes – Without all the IT Overhead 

Cloud solutions should be very simple to deploy. Traffic should be easily 

forwarded to the cloud – from any location – without dedicated software 
or hardware onsite. 

Critical to any security solution is a strong authentication mechanism. A 
well- designed cloud solution must integrate with your existing directory 
infrastructure, ensuring that your user and group information is present 
to authenticate employees in the cloud, but also to drive detailed 
reporting and analysis. SAML authentication can be included as well, to 
seamlessly add new users and update existing users – in real-time – 
without any IT overhead. 

 

4  

 

According to security 

decision makers, 

managing complexity 

represents the 

biggest IT security 

challenge facing their 

companies. 

-InformationWeek 

Survey, 2010 
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Consolidation and Simplification 

An integrated cloud security solution can and should replace countless 
point products at every location. Typical cloud implementation replaces 
dozens of dedicated pieces of hardware and software. There should be 
no endpoint agents to install or patch, and no racks of disks to keep 
your log data. With just a browser, you can administer and deploy a full 
suite of Web, email and DLP security tools across onsite and mobile 
employees. 

Since the enforcement nodes are in the cloud, the need for backhauling 
should be eliminated – thereby freeing up networking resources and 
costs – enabling a simpler architecture and providing better security. 
Thanks to the elastic nature of a cloud deployment, you should no longer 
have to plan for growth before making purchases or pay for capacity that 
you cannot yet use. 

An Advanced Solution to Protect Against Advanced Threats Attacks 
continue to grow more advanced and sophisticated. These threats 
use encryption, multiple vectors and social engineering to attempt to 
steal corporate information or bring services down. Only the power 
and scale of a global cloud deployment – with real-time intelligence 
and updates – can keep ahead of today’s advanced threats. 

 
Zscaler Cloud Security replaces dozens of dedicated pieces of hardware and software, and is often deployed within 
a matter of hours – even for large global companies. 

• Zscaler requires no dedicated hardware or software, and accepts traffic in a variety of methods. 
• Zscaler integrates with your existing authentication system, and supports SAML for easy provisioning. 
• Zscaler cloud security means you pay only for what you need, and grow your deployment as necessary. 

 

 [Security-as-a- 

service solutions] are 
faster to implement and 
easier to maintain... 
eliminating the 
maintenance of the 
hardware and data 
center rack space, 
power and cooling... 

-Gartner, April 2011 

 

Zscaler Spotlight 
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Secure Users and Data with Confidence 

Moving away from an on-site security model can introduce 
uncertainty for administrators who are used to having full access to their 
appliances. However, moving to the cloud doesn’t have to mean losing 
control – and a well-designed cloud security solution can provide better 
security, more reliability, and stronger data protection than even a highly 
redundant on-site model. 

Confidence that your Security Won’t Fail You 

Every component of a security cloud must be designed for fault-
tolerance. The global nature and scalability of a cloud solution should 
provide significant redundancy if one, or even many, nodes or data 

centers cannot be reached. In this case, the health monitoring system 
throughout the cloud should distribute processing across dozens of 
nodes deployed in redundant data centers across the globe. 

Confidence in the Privacy of the Cloud 

Data privacy must be a key concern for any cloud company—and doubly 
so for a security solution. Cloud security solutions should never store 
customer data in the cloud, and should include a DLP engine to ensure 
that customer data never makes its way into the wrong hands. True 
multi-tenancy for a cloud solution should ensure that all customer data is 
kept separate and secure. 

To ensure the security and privacy of customer data, no traffic should 

ever be stored in the cloud. Log data (which contains no actual 
transaction content) can be stored, but must be highly obfuscated and 

5  

Zscaler secures billions of transactions from millions of global users daily. Thousands of businesses – in over 140 countries – 
trust the Zscaler cloud with their security. 

With no single point of failure and real-time health monitoring across the cloud, traffic is always scanned and logged – 
ensuring full-time security. 

Finally, Zscaler ensures your private data is never at risk for theft, hijack or inspection. Data privacy – and the 
compliance regulations around it – drive the requirements of our global cloud deployment. 

Zscaler Spotlight 

Trust Zscaler: 

• Fully redundant 

• Globally available 

• Data is never stored 

• Millions of users 

• Billions of scans/day  



spread randomly across the cloud. 
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Trust Zscaler 

Zscaler cloud security is not only simpler to deploy and manage; it’s a 
more advanced and comprehensive security solution. 

Figure 3: Zscaler cloud security is powerful, proven and trusted 

Thanks to the integration of web and email security with DLP, and the 
ability to scan every byte of traffic, Zscaler cloud security has more 

comprehensive threat detection and better enforcement and protection 
than any combination of on-site point products. Combine that threat 
intelligence with Zscaler’s proven global deployment that ensures gap-
free security across devices and locations, and it’s clear that advanced 
threat protection is better when it comes from the cloud. 
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• Anywhere security on any device at anytime 
• Cloud security (SaaS): Integrated web, email, mobile & DLP 

• Purpose-built multi-tenant cloud, for unrivaled security 
• Powered by 5 game-changing innovations; 50+ worldwide patents 

• Protecting millions of users globally across 140 countries 
• Trusted by over 2800 leading global enterprises 

• Sales & support teams in 15 countries 
• Largest security cloud: 90+ data centers, over 6 billion transactions/day 
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About Zscaler: The Cloud Security CompanyTM 

Zscaler enforces business policy, mitigates risk and provides twice the 
functionality at a fraction of the cost of current solutions, utilizing a multi-
tenant, globally-deployed infrastructure. Zscaler’s integrated, cloud-
delivered security services include Web Security, Mobile Security, Email 
Security and DLP. Zscaler services enable organizations to provide the 
right access to the right users, from any place and on any device—all 
while empowering the end-user with a rich Internet experience. 

About Zscaler ThreatLabZTM 

ThreatLabZ is the global security research team for Zscaler. Leveraging 
an aggregate view of billions of daily web transaction, from millions of 
users across the globe, ThreatLabZ identifies new and emerging threats as 
they occur, and deploys protections across the Zscaler Security Cloud in 
real time to protect customers from advanced threats. 

For more information, visit www.zscaler.com. 

Doug Smith, Region Sales Mgr. Canada dsmith@zscaler.com  416.574.2799 
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